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TANDBERG Codian MCU Version 2.4(1) Release Notes

Introduction

Codian has released a new software version 2.4(1) for the TANDBERG Codian MCU 4200 Series, MCU
4500 Series, and the MSE 8420 Media blade in September 2008 that has a number of new features. This
document lists and describes the new features supported in this release.

Software version 2.4(1) is a feature release that also fixes a number of bugs that are outlined in the “Resolved
issues” section on page 11 of this document.

If you experience any difficulties or unexpected results when using version 2.4(1) of the MCU 4200 Series,
the MCU 4500 Series, or the MSE 8420 Media blade, consult the online help documentation for information
on using the device, and also the FAQs on the web site before contacting technical support.

New features and functionality in 2.4(1)
SIP encryption

TLS certificate verification

SIP endpoints can contribute content

LAlternate” gatekeepers

Secure storage of user passwords

Custom banners for the MCU 4500

Audio and video ,mute on join"

Indication that there are streaming participants in a conference
Changes to login screen

New auto attendant navigation feature

NTLM authentication

DTMF mute control for audio-only endpoints

Extended support for SDP in SIP

H.239 cascading for MPS

H.239 minimum bit rate

OCS bandwidth limitation

Encryption key enables secure sockets

Enhanced audio codec support
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API changes

The following sections provide further details about these features.
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SRTP support

MCU Release 2.4 introduces support for Secure Real-time Transport Protocol (SRTP). SRTP is an
encryption format widely used in SIP. When SRTP is in use, the audio and video media are encrypted. When
using SRTP, the default mechanism for exchanging keys is Session Description Protocol Security Description
(SDES). SDES exchanges keys in clear text, so it is a good idea to use SRTP in conjunction with a secure
transport for call control messages. You can configure the MCU to also use Transport Layer Security (TLS)
which is a secure transport mechanism that can be used for SIP call control messages.

You can configure the MCU to use SRTP only for calls that use TLS, or SRTP can be used for all transports.
To configure which calls will use SRTP, use the SRTP encryption option on the Settings > Encryption page.
For more information about using TLS, see below. (The other available transports are UDP and TCP).

To use SRTP encryption, you must have the Encryption feature key present on the MCU. To enable SRTP, go
to the Settings > Encryption page in the web interface.

Note that SRTP will not be used for calls with Microsoft Office Communications Server (OCS).

TLS support

MCU Release 2.4 introduces support for Transport Layer Security (TLS). TLS enables the signaling portion
of a SIP call to be encrypted. This is important because without this, if the call uses SRTP (see above), the key
exchange will be in clear text in this part of the call, meaning that although the media is encrypted, someone
who read the key exchange could decrypt the call.

To use TLS, you must either have the Encryprion feature key or the Secure management (HTTPS) feature key
present on the MCU. You can configure to use TLS for all SIP calls on the Settings > SIP page. However,
you can also configure the TLS setting for individual endpoints that will override the unit-wide setting (using
the Endpoints > Add SIP endpoint page or the Add participants page).

Regardless of whether or not you choose to use TLS for outgoing connections, the MCU will accept incoming
calls using TCP, UDP, and TLS providing those services are enabled on the Network > Services page.

Using TLS for call setup is not sufficient for the call to be considered encrypted such that it can participate in a
conference which requires encryption. Where encryption is required in the conference configuration, a SIP
call must use SRTP.

MCU Release 2.4 introduces the ability to import a certificate trust store. This enables you to configure the
MCU to verify the identity of the far end of a connection when using TLS (Transport Layer Security). For
example, the trust store can be used by the MCU to verify the identity of a SIP endpoint that will receive an
outgoing call.

To upload a trust store (in .pem format), go to Network > SSL certificates. Refer to the online help topic:
Configuring SSL certificates for more information.

When you have uploaded a trust store, you can choose to what extent the MCU will verify the connection.
Note that in the following descriptions, outgoing connections are connections such as SIP calls which use TLS:

» No verification: all outgoing connections are permitted to proceed, even if the far end does not
present a valid and trusted certificate. This is the default setting

» Outgoing connections only: outgoing connections are only permitted if the far end has a certificate
which is in the trusted store
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» Outgoing connections and incoming calls: for all outgoing connections and for incoming SIP calls
that use TLS, there must be a certificate which is listed in the trusted store otherwise the MCU will
not allow the connection to proceed:

Support for Binary Floor Control Protocol (BFCP) is introduced in MCU release 2.4.

BFCP is a protocol that allows for an additional video channel (known as the content channel) alongside the
main video channel in a video-conferencing call that uses SIP. The content channel is often used by conference
participants to show a presentation to the other participants. If a SIP endpoint supports the use of BFCP, it can
open a BFCP channel to the MCU and contribute a content video stream, such as that supplied by a second
camera or an attached PC. Note that the MCU does not send the content channel to SIP endpoints as a
separate video channel, but can show the content channel within a normal view pane in the same way as it
displays other conference participants. This ability is controlled by the unit-wide Display content in normal video
channel setting on the Settings > Content page in the web interface.

Note that issues occur when using the Tandberg MXP endpoints running firmware versions F6.3 and earlier.
To avoid these issues, upgrade to firmware version F7.0.

MCU Release 2.4 introduces support for the use of alternate gatekeepers. That is, where the configured
gatekeeper has told the MCU about any configured alternate gatekeepers and if the MCU loses contact with
the configured gatekeeper, the MCU will attempt to register with each of the alternates in turn. If none of the
alternate gatekeepers responds, the MCU will report that the registration has failed.

If the MCU successfully registers with an alternate gatekeeper:

» the H.323 gatekeeper status Will indicate that registration is with an alternate
» the list of alternates received from the new gatekeeper will replace the previous list

» the MCU will only revert back to the original gatekeeper if the alternate fails and only if the original
gatekeeper is configured as an ,alternate” on the current gatekeeper"s list of alternates

Note that if the MCU registers with an alternate that does not supply a list of alternates, the MCU will retain
the original list and if it loses contact with the current gatekeeper, each one will be attempted from the top
again as before.
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Release 2.4 introduces the hashing of stored user passwords. You can configure the MCU to hash user
passwords before storing them in the configuration.xml file. The configuration.xml file is used for backing up
and restoring the configuration of the MCU. If you do not select to hash stored passwords, all user passwords
are stored in plain text in the configuration.xml; this might be a security issue. If you select to hash stored
passwords, they will not be stored anywhere on the MCU in plain text; instead the passwords will be stored
as hash sums.

To hash stored user passwords:
1. Go to Settings > Upgrade and scroll down to the Security settings section.

2. Select Hash stored passwords and click Update security settings. You will see a warning telling you
that this is an irreversible step. If you are sure you want to hash stored user passwords, click Confirm
hash passwords.

Note that you can transfer configuration files between MCUs with hashed passwords, but you cannot transfer
a configuration file from an MCU using hashed passwords to an MCU that does not use password hashing.
Also, if you downgrade the MCU to a software version earlier than 2.4, you will need to reset the
configuration.

MCU software Release 2.4 provides the ability to upload a customized banner for the auto attendant on the
MCU 4500. The image file can be a JPEG, GIF or Windows BMP format with a maximum size of 1600 x
1200 pixels. If the file is smaller than this size, the unit will scale it to fit in the auto attendant's banner area.
To upload a custom banner:

1. Go to Conferences.
2. Click the Auto attendants tab.
3. Click the name of a configured auto attendant.
4. Click the Banner tab and follow on-screen instructions.
This functionality was already available on the MCU 4200 and MSE 8420.

In Release 2.4, you can now configure on a per-conference basis, the initial video and audio mute status for
participants who dial in to that conference. This functionality is controlled by the Aute on join Setting on the
Add conference page in the web interface.

In a conference configuration, if you select to mute audio on join, when a participant dials in to a conference,
he will not be able to contribute audio to the conference. If you select to mute video on join, when a
participant dials in to a conference, he will not be able to contribute video to the conference. You can mute
both audio and video if required.

This can be altered during the course of the conference by going to Conferences and clicking on the name of
a conference and altering a participant's settings. For more information about altering a participant's settings
during a conference, refer to the online help topic: Viewing the conference participant Iist.

Note that for pre-configured participants and for participants to whom the MCU dials out, the mitial video
status AN Initial audio status Settings will be used to determine whether or not audio and video contributions
are muted. For more information about dialing out to participants, refer to the online help topic: Adding
participants. FOr more information about pre-configured participants, refer to the online help topics:
Configuring an H.323 endpoint and Configuring a SIP endpoint.

For an ad hoc conference, you can configure the Mute on join Setting while the conference is active.
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In Release 2.4, we have changed the initial log in screen so that the ,log in“ link is now in the top right of the
screen, rather than appearing as a button. This will enable the MCU to display more options on this page in
the future if required.

Release 2.4 introduces a new navigation tool for the auto attendant which is very useful where there are a lot
of items on an auto attendant menu. When your endpoint is enabled to send DTMF tones, you can jump to
the first entry from anywhere in the auto-attendant by pressing #2 and to the last entry by pressing #8 on
your video endpoint"s control.

MCU Release 2.4 supports NTLM authentication for use with Microsoft OCS and LCS. Where NTLM
authentication is required, the username and password from the Settings > SIP page will be used to generate
authentication values when the MCU is challenged by the OCS/LCS server. Therefore, where NTLM is used,
the MCU no longer needs to be configured as a trusted host on the server, so long as NTLM is enabled.

MCU Release 2.4 introduces a new control for endpoints that are in a conference. When you endpoint is
enabled to send DTMF tones, you can press *6 to mute and unmute the endpoint. (That is, when the
endpoint is muted, it will no longer be contributing audio to the conference.) This control works for video
endpoints and for audio-only endpoints.

MCU Release 2.4 introduces an overlaid icon that indicates to conference participants when there are
streaming participants. When enabled, an icon appears in the top left of the conference display to indicate if
there are any streaming participants in the conference. If enabled, the icon will only display if there are one or
more streaming participants. Streaming participants are people who are viewing and listening to the
conference using a web browser.

By default, the streaming participants indicator is disabled. To enable the streaming participants indicator, go
to Settings > Conferences, and check the Streaming participants option in the Overlaid icons section.

Release 2.4 introduces support for SIP devices that do not send the capabilities in the initial INVITE, but
instead delay it to the ACK. Note that the MCU sends capabilities in the INVITE.

Release 2.4 also introduces support for subsequent UPDATE messages to include an SDP.

Release 2.4 improves interoperability with the TANDBERG MPS. When cascading conferences between
Codian MCUs and TANDBERG MPSs, H.239 content will appear as expected when the TANDBERG MPS is
configured with cascading set to either ,slave" or ,master".

Copyright © TANDBERG 2008



TANDBERG Codian MCU Version 2.4(1) Release Notes

Release 2.4 introduces a control that enables you to improve the viewing experience for some content-
channel viewers in certain circumstances. A single content video stream is used for each conference, and this
stream will be sent to all endpoints receiving the content channel as a separate video channel. If some
endpoints are only able to receive low bit rate streams (for instance if they have called into the MCU at a low
call rate), it is sometimes preferable to exclude those endpoints completely from the content stream rather
than force all viewers to see a reduced bit rate channel. In Release 2.4, there is a control on the Settings >
Content page, called Minimum content channel bit rate; this sets a lower limit on the bandwidth of the shared
content video encoding sent to content receivers in a conference.

Note that during a call, an endpoint can send a 'flow control message' to the MCU that could cause the MCU
to reduce the bit rate to that endpoint to below the configured Minimum content channel bit rate; in this case,
the MCU will close the content channel to that participant (content will instead be sent in the main video
channel). To re-enable content (which has been disabled in this way) to this participant, go to the conference's
Participant list and use the content enable control. For more information about altering a participant's settings
during a conference, refer to the online help topic: Viewing the conference participant list.

If you do not wish to exclude endpoints from viewing the shared content video channel in a conference, make
sure this is set to <no minimum>, Which is the default setting.

Changing this setting when there are connected participants causes the MCU to re-assess whether there
should be content video channels to those endpoints; the MCU will close existing channels and open new
ones as appropriate.

Where an endpoint cannot, for whatever reason, receive the content channel as an additional video channel
(including if it has been excluded from receiving it by this new control), the MCU can show the content
channel as part of the main video channel. That is, the participant will see the content as a pane in the
conference layout. This functionality is controlled by the Display content in normal video channel setting (also on
the Settings > Content page).

Release 2.4 introduces a control to limit bandwidth specifically to Microsoft OCS and LCS clients. Microsoft
OCS/LCS clients will try to use the maximum bit rate that the MCU advertises during the initial call setup.
The maximum bit rate that the MCU advertises is the Default bandwidth from MCU that is configured on the
Settings > Conferences page. In most scenarios, you will not want OCS/LCS clients to use that bit rate as
it may cause excessive loading on the PC client. Instead, use the new Maximum bit rate from Microsoft OCS/LCS
clients control on the Settings > SIP page to select an appropriate bit rate for Microsoft OCS/LCS clients.
Note that if you do want OCS/LCS clients to try to use the maximum bit rate that the MCU advertises during
the initial call setup, set this control to <Iimit disabled> Which will cause the MCU to advertise the Default
bandwidth from MCU to OCS and LCS clients.
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From Release 2.4, to simplify the encryption and secure sockets features in regard to feature keys, the
Encryption feature key now also enables secure sockets. When you upgrade to Release 2.4, if you have the
Encryption feature key, your MCU will support the use of:

» SRTP (SIP encryption)

» AES (H.323 encryption)

» HTTPS

» TLS (Transport Layer Security)

If you have the Secure management (HTTPS) feature key, when you upgrade to Release 2.4, your MCU will
support the use of:

» HTTPS (secure HTTP for management)
» TLS (Transport Layer Security)

All MCU units now support the use of the G.722.1 Annex C audio codec for SIP calls and the use of G.722.1
for H.323 calls.

Release 2.4 provides a number of new API features. For more information, refer to the latest version of the
API document.
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1. Unzip the image file.

2. Browse to the current IP address of the MCU using an IE-compatible Web browser. Click Click here
to log in and then Change log in.

3. When prompted, type in admin for the user name and its associated password (this is blank in a new
unit).

4. Go to the Home > Settings > Upgrade page.
5. In the Main software image section, type in, or browse to the location of the software image file.
6. Click the Upgrade software image button.

The Web browser uploads the file to the MCU. This takes some time — dependent on your network
connection. Do not move your Web browser away from the Upgrade Software page or refresh this
page during the upload process; otherwise, it may abort.

After a number of minutes, the Web browser refreshes automatically and displays “Main image
upload completed”. Close this window.

7. Click the Shutdown button on the main upgrade page. This option will now change to Confirm
MCU shutdown. Click to confirm.

8. Click the Restart MCU and Upgrade button. This button only appears in the Upgrade page during
this process.

The unit will reboot and upgrade itself — this also takes a number of minutes.

Note: If you have been logged out due to inactivity, log in again as admin and click Restart MCU and
upgrade at the bottom of the Upgrade software page to complete the upgrade.

1. Usean FTP client to connect to the MCU —e.g. £tp <MCU IP Address> from the command
prompt.

2. When prompted type in admin as the user name and its associated password (this is blank in a new
unit).

3. Upload the upgrade file — e.g. put codian mcu_ 2.4 (1) from the command prompt.

4. When the upload has completed, reboot the MCU to start the upgrade. This can be done using the
button on the Upgrade page within the web interface.
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Notes

>
>
>

In general FTP is more reliable than using the web interface for upgrades
The progress of the upgrade can be monitored through the serial port

Before upgrading, make sure that the MCU is not in use. Anyone using the MCU at the time of the
upgrade may experience poor performance and loss of connectivity

The time required to download and upgrade depends on the speed of your network connection. With
a fast connection the total time to download, upgrade and restart the MCU is several minutes

It is a good idea to regularly check for updates of the software image on the web site.

If the documentation does not answer your question or you have a problem with one of our products:

1.

Refer to the Troubleshooter and Technical FAQ sections of the web site which is kept up to date with
the latest information from our technical support team regarding the resolution of customer issues.

Contact your reseller. Our resellers have a wealth of experience with our products and this is often a
quick way of solving a problem.

If your query remains unsolved, there is a web form in the Support area of the web site that you can
complete. Ensure that you provide all the details requested by the form to assist the technical support
team in resolving your problem:

a. The serial number and product model number (for example: MCU 4200) of the unit.
b. The software build number. (To find this, in the web interface, go to Status > General).
c.  Where you purchased the unit.

d. Your contact email address or telephone number.
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The following issues have been found in previous releases and are resolved in this release.

Bug ID Summary
3904 Previously, in certain circumstances, the MCU had difficulty handling multiple packets per
frame when working with the Cisco PIX Security Appliance. This is fixed in Release 2.4(1)
4658 Poor video quality on 64k XGA H.239 channels. This is fixed in Release 2.4(1)
4831 _The conference_ value parameter, _use_d for_ streaming a conference in an external webpage would
increase following a reboot. This is fixed in Release 2.4(1)
4933 In the previous release, when LCS clients attempted to call the MCU through OCS the call
would drop after several minutes. This is fixed in Release 2.4(1)
When dialling out a H.323 ID which included a space, the MCU would strip the space out. This
4952 P
is fixed in Release 2.4(1)
4990 H.239 not working in cascaded conferences for the Codian MCU and MPS. This is fixed in
Release 2.4(1)
In the previous release, the MCU ignores the Min-SE header when it was greater than 500. This
5105 o
is fixed in Release 2.4(1)
In the previous release, an auto-connect participant could get stuck in the PIN entry screen if
5121 they dial the E.164 telephone number associated with the conference. This is fixed in Release
2.4(1)
5404 In the previous release, issues arose between the MCU and certain Advoco Systems due to the
SIP Registration request from the MCU excluding a space. This is fixed in Release 2.4(1)
5454 In the previous release, the MCU incorrectly att(_emptc_ad to connect calls if the calling out IP
address and the gatekeeper failed to respond. This is fixed in Release 2.4(1)
In the previous release, an attempt to concurrently download two or more copies of the CDR
5574 log using FTP failed and resulted in any further attempts returning an error message. This is
fixed in Release 2.4(1)
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Outstanding limitations and bugs

Issues when removing the CompactFlash™ during operation
Removing the CompactFlash card while the MCU is in operation has been known to cause a crash.

Windows Media Player

Streaming a conference with Windows Media Player in multiple windows or tabs on the same browser will
crash the browser. This is a known issue with Windows Media Player. If you need to stream more than one
conference simultaneously, use a different player such as QuickTime or Real Player.

In addition, Windows Media Player 11 (WMP11) can display streams incorrectly when used as an embedded
player with browsers other than Internet Explorer. This is a known incompatibility. In some cases, setting the
video size of the main streaming video window (the Video size field in the Streaming page) to Large will
correct the problem. To work around this issue, you can use QuickTime or RealPlayer instead of WMP, or
use Internet Explorer instead of your normal browser.

Streaming to QuickTime7 causes problems with some browsers

Streaming to an embedded QuickTime player using the QuickTime 7.0 plus later option for the Player format
on the MCU can cause certain browsers to crash or remain in the 'negotiating' state indefinitely. Affected
browsers include: IE6; Firefox 1.5 (Mac and PC); Safari 2.0.3 and earlier, and Camino. IE7 and Safari 2.0.4
do not appear to be affected by this. Using the QuickTime 6.5 plus later option for the Player format on the
MCU will allow streaming to QuickTime using any browser that supports a QuickTime plugin.

Interoperability problems with a VCON HD3000, HD2000 and HD600

No video is received in either direction when connecting to and from the HD3000/HD2000/HD600 running
software version 2.6 using H.263+. The Codian MCU will report 100% frame errors. Thisisa VCON issue.
There is a later version of software available from VCON; upgrade your endpoint.

A workaround on the MCU is to go to Settings > Conferences and disable H.263+ on the MCU; however,
this is a unit-wide setting and therefore may not be appropriate.
SIP proxy address

Setting up a server with the server address in both the Registrar and Proxy fields in the Settings > SIP page
causes a failure on the call. If the server address is only entered into the Registrar field then no issues arise.

A workaround for this on the MCU is to go to Settings > SIP and enter the server address in the Registrar
field only.
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